Abstract-Global strife and the perception of injustice create suitable conditions for terrorists, as well for saboteurs, thieves and vandals, to recruit and raise support. In addition, as Countries modernize, they increasingly depend on technologies, and the interconnections among systems, such as energy distribution, telecommunication and transportation systems, are becoming increasingly strong. Such networks of Critical Infrastructures (CIs) represent, in many cases, the targets to the above cited adversaries. Taking into account the above considerations in this paper, the "second step" results of a project aiming to design an effective tool for risk analysis are described, focusing on the problem of evaluating the global risk of ground transportation infrastructures, such as highways and railways, after the introduction of some suitable protections in some the elements making it up. The paper is organized as follows: after a brief literature review, the main characteristics of the considered tool architecture are recalled. After this brief introduction the new modules are described, focusing on the enhancements they provide to the whole architecture. Finally, a case study is described with the aim of showing the capabilities of the proposed architecture.  Index Terms-Physical protection systems design, risk analysis, transportation systems security.
I. INTRODUCTION
Global strife and the perception of injustice create suitable conditions for terrorists, as well for saboteurs, thieves and vandals, in a word "adversaries", to recruit and raise support.
In addition, as Countries modernize, they increasingly depend on technologies, and the interconnections, often operated by computers, among systems, such as energy distribution, telecommunication and transportation systems, and so on, become increasingly strong. Such networks of Critical Infrastructures (CIs) represent, in many cases, the targets to the above mentioned adversaries.
In this framework, a CIs network may be thought of as a set of different networks gathering transportation systems, like those for the energy distribution, telecommunications networks, and so on, that are characterized by elements whose damages can lead to the failure of other systems, thus provoking significant disruptions and losses.
A significant example of such interconnected networks is represented by the railway transportation network, Manuscript received December 25, 2012; revised January 25, 2013. whose normal operations are supported by dedicated telecommunication and energy distribution subsystems.
The vulnerability of these two subsystems could represent an attractive way to stop trains, in order to perform a specific attack, or to damage the image of the railway system and increase the level of fear of people.
Maximizing the security of such networks has become a problem of primary importance for all the Countries. Then, in recent years institutions [1] - [4] and researchers [5] - [7] have devoted their efforts to:
1. Define more and more accurate norms for increasing controls, harmonizing the rules of different Countries, planning investments for securing them; 2. Design risk mitigation technologies and risk analysis methodologies that are:  Easy-to-use, that is, suitable for practical applications, even on large networks;  Reliable, that is, minimizing the effects of such human subjectivity that sometimes affects the security risk analysis process, where the estimation of some characteristics of assets are left to the opinions and experiences of the risk assessor;  Optimization oriented, that is, able to provide indications on the most effective investments, in term of cost/benefit, to be realized to secure infrastructures. Moreover, it is worth saying that, due to their intrinsic characteristics, securing transportation networks represent a key problem to tackle with. In fact, such networks are:
 Then, in this paper, to cope with the problem of minimizing the risk the of ground transportation infrastructures, such as highways and railways, the "second step" results of a project aiming to design an effective tool for risk analysis, are described. The proposed general architecture refers to the one proposed in [9] , where the specifications of each element of the proposed tool have been discussed. Therefore, in this work the attention is focused on the definition of:
 Qualitative/Quantitative Filters (QQF), based on Fuzzy Logic, that elaborate the (qualitative) information describing the quality of Physical Protection Systems (PPS), the attractiveness of assets, the adversaries characteristics and tactics, and provide the relevant (quantitative) numerical estimations;  An optimization problem aiming to support the selection of the best intervention, or configuration of securing interventions, to be realized for minimizing risk. The paper is organized as follows: after a brief literature review, the main characteristics of the considered tool architecture are recalled. Therefore, the new modules are described, focusing on the enhancements they provide to the whole architecture. Finally, a case study is described with the aim of showing the capabilities of the proposed architecture.
II. LITERATURE REVIEW
In this section, a brief literature review, mainly focused on transportation systems, fuzzy logic and its application to risk analysis, is described.
The analyzed literature on security essentially tackles with the following problems:
1. Identify what can go wrong: "which are the possible malicious attacks?" ([6] and the references therein); 2. Estimate its likelihood: "how much are they probable, or frequent?" ( [7] - [9] and the references therein); 3. Identify and estimate what are the consequences of an attack ( [7] - [10] , and the references therein); 4. Take the most appropriate decisions about the investments for improving the protection of assets [12] , or to plan secure transportation [13] . In addition, a complete guideline for the design of physical protection systems may be found in [14] , which also provides a detailed description of the state of the art of technologies, and of the profiles of the categories of possible adversaries.
As regards Fuzzy Logic [15] , [16] , some references about the application of this formalism to risk analysis processes have been examined. Then, while FL is quite known in risk analysis [17] - [19] no explicit applications to security risk analysis have been found in the considered scientific literature. Tool architecture.
III. THE PROPOSED TOOL ARCHITECTURE
In this section, the modular architecture of risk analysis tool is described. In doing so, it is worth saying that it represents a further development the one proposed in [7] , where also the specifications of the inputs and outputs of each module have been introduced.
Then, consider the scheme reported in Fig 1 where the different modules, depicted in light grey in the diagram, have the following meanings, or perform the following tasks:
 The Transportation Infrastructure (TI) block represents the ground transportation infrastructure, whose risk has to be assessed, and the relevant PPS has to be designed.  The Losses Assessment (LA) module performs the computation of the damages generated by a security incident, not only quantifying the direct losses represented by the costs of all the assets destroyed or damaged by the attack, but also performing an analysis aimed at estimating the costs of its consequences, also in terms of interdependence of infrastructures [10] , [11] ;  The Mitigation System Analysis (MSA) module is devoted to analyze, classify, and evaluate the quality of the already existent PPS in the considered infrastructure. A typical output of this module consists of a list of the already operative PPS devices, as well as their performances and effectiveness evaluation;  The Threat Analysis (TA) module performs the identification of the possible adversaries, taking into account the relevant characteristic (tactics, tasks, weapons, knowledge, and so on. A typical output consists of a list of the possible adversaries together with the most probable assets that could be attacked by each of them. In an architecture without the Fuzzy Logic filter described in the following, this module also estimates the attack likelihood;  The Risk Assessment (RA) module represents the core of the whole architecture, and is devoted to the assessment of the risk for any asset of the considered transportation infrastructure. As inputs, it needs the losses, which are provided by the above LA module, and the attack likelihood for any class of adversary, which is provided by the MSA and TA modules, throughout the new QQF described in the following;  The Risk Representation (RR) module represents the part of the tool intended to depict, in a suitable graphical way, the risk associated with each asset of the considered infrastructure. Its output corresponds to the so called "risk piffle". Note that the information provided by some the above modules (TA and MSA) consists of qualitative descriptions of some characteristics, such as, for instance, the quality of protections or the attractiveness, whereas the other modules require that the same characteristics are expressed as quantitative evaluations (LA, VARA, RR).
Then, the need of designing proper QQF in order to make the inputs and the outputs of each module compatible, and the relevant "conversion" objective and reliable, rises. Therefore, the first improvement of the above scheme consists of the introduction of such filters, depicted in blue in Fig. 1 , and whose design will be described in the following section.
A second enhancement of the proposed architecture is represented by the introduction of the Mitigation System Design (MSD) module, depicted in green in Fig. 1 . Such a module states a optimization problem for the identification of the best investment in PPS among all the possible ones, given the characteristics of the considered ground transportation system to be secured. The module will be described with more details in the following section.
IV. THE QUANTITATIVE/QUALITATIVE FILTERS AND OPTIMIZATION MODULES
In this section the above cited filters and optimization modules for the considered architecture are described. In order to cope with this task, a brief introduction of Fuzzy Logic fundamentals will be first given.
A. Basics on Fuzzy Logic
Fuzzy Logic (FL), which first formulation was introduced in the sixties by Zadeh [15] , is a multi-valued logic that allows to introduce "intermediate" values between the conventional concepts like true/false, yes/no, and so on. In addition, FL permits to associate numerical quantities with them.
In this framework, qualitative and subjective notions like "rather high" or "very fast", can be associated to numerical values, in suitably chosen scale, and then processed by numerical algorithms. The process of associating numbers to such "fuzzy" concepts consists, first, of defining a set of membership functions
, that is, for each of the qualitative concepts like the above exemplified, and gathered in the set I . Then, each value x to be fuzzyfied is processed by each membership function, thus obtaining a set of values
. Evidently, the values assumed by the membership functions strongly depend on the shape of the functions themselves, which have, indeed, to be carefully identified, possibly by means of a set of reliable data.
Coming back to the security risk assessment problem, the characteristic of FL appears to be particularly useful because, once carefully defined the membership functions. This formalism allows to:
1. Define suitable scales (for instance from 0 to 10) for representing qualitative concepts, such as goodness of protection, attractiveness, and so on, and calibrate them; 2. Weight the values given for a particular characteristic of an asset on the basis of the assessments given, in similar cases, by other risk assessors or experts. This approach reduces the "subjectivity" of any particular risk assessor itself. Summing up, FL represents a useful way for modeling the "vagueness" of those "non-numeric" parameters, while ensuring, at a time, that human creativity and intuitively, which is an essential ingredient for successful risk analysis, is still taken into account.
In the following, FL will be used for designing the qualitative/quantitative filters in Fig. 1 . In doing so, it is worth saying that the shapes of the membership functions have been obtained by means of data gathered throughout questionnaires on test cases compiled by a group security experts.
B. Qualitative/Quantitative Filter Design
The proposed risk analysis tool, whose specifications are reported in [7] , has been designed to be used directly in the process of site inspection, so as to facilitate the risk assessment of large transportation networks. Then, consider the architecture depicted in Fig. 1 , where it is possible to note that the risk is computed on the base of data about potential damages and losses, which are expressed as numerical evaluations, and data about characteristics of adversaries (tactics, objectives, etc.) and of the protection systems (site of valuable materials, kind of detecting sensors, kind of physical protections, number of controlled accesses, etc.), which are, on the contrary, often expressed in a mixed qualitative/quantitative form.
As a consequence, the QQF have to transform the input data from qualitative descriptions to quantitative evaluations, in order to allow to the RA module to elaborate numerical values of the risk.
Then, the first step to be performed by the QQF is to collect the information about valuable assets, presence of people, and, in general, about the importance of the asset, so as to identify the most probable targets of adversaries, that are:
1. The locations with valuable materials, when thieves are considered; 2. The sites gathering many people, or those whose failures would have an impressive impact on the public opinion, when terrorists are considered; , , that takes into account, in some way, the experience of the experts that collaborated to define the membership functions. Then, the second operation performed by the QQF filter consists of the identification of the so-called "adversary path" [14] , that is the sequence of PPS to be overcome by an adversary to reach its goal.
Such task is reached by collecting the scores of the risk assessor about the kind of fences (walls, metal, and so on), the kind and the number of accesses (gates, doors, windows), the presence of open areas, and so on, together with the relevant protection devices effectiveness (kind of CCTV, of intrusion detection sensors, access control measures, and so on). In analogy with the attractiveness of an asset, the "quality of protection" parameters is calibrated by means of the relevant membership functions. 
Finally, by means of the Matlab Fuzzy Logic Toolbox, the QQF filter computes the attack likelihood. To do so, a set of functions similar to the one reported in Fig. 2 Note that these values have to be multiplied for the socalled "a-priori probabilities" of attack, that is, for the generic probability that an attack to the asset is considered. In general, these probabilities do not depend on the asset characteristics and express the fact that, in some Countries, attacks of terrorists or saboteurs are more frequent than in others; that vandals and thieves are more active in some cities than in the others, and so on. In particular, they depend on the general Homeland risk level of a Country, from the general crime level of a city, and so on.
C. The Risk Assessment Module
As said above, the RA module combines the information provided by the LA module and by the TA and MSA modules (the last throughout the QQF) and computes the risk value for each asset of the considered infrastructure.
To do so, a spatial discretization of the elements of the network is necessary, so as to refer risk to precisely geolocated sites. This discretization is driven by the following homogeneity criterion: each site, whose extension may reach few kilometers, gathers assets with the same characteristics, or different assets "collaborating" to perform a unique task. Finally, sites consisting of the same kind of assets, have be differentiated by their surrounding landscape (hills, plans, valleys), by the presence of trees or houses, and so on, that are characteristics greatly influencing the attractiveness and the protection effectiveness. Examples of sites are: tunnels, bridges, open air track stretches, passenger stations, toll gates, and so on. A graphical example of discretization of a highway or railway stretch is depicted in Fig. 4 . Then, the risk k i R of the th k asset with respect to the th i class of adversaries, is simply given by the relation
where k i D is the mean loss generated by an attack of an adversary of the th i class of adversaries, and provided by the LA module.
Finally, the risk of the generic th h site is assumed to be, for any class of adversaries, the maximum among the risks of all the assets in the site, that is
where h S is the set asset gathered in the th h site.
In principle, the risk R of any generic th h site, depends not only on the characteristics of the asset and site themselves, but also on the risk of all the other assets and sites. This mutual dependence is mainly due to the interaction between the attractiveness and the quality of protection due to the following phenomenon: securing the asset, or the site, with the highest risk often makes the other assets, or sites, more "attractive" for adversaries, thus increasing their risk level.
Then, to cope with this problem the investments should be carefully evaluated so as to globally reduce the risk level of the entire considered infrastructure. To do so, in the following, an optimization problem will be stated in order to reduce the risk of all the CI, in opposition to the problem of considering each asset of the CI independently. Such a task is performed by the PSD.
D. The Mitigation System Design Module
In this section, the second improvement to the proposed risk assessment tool architecture is described. This enhancement consists of the definition of an optimization problem for the choice of the best investment, or configuration of interventions, to make the whole considered transportation network, hereafter referred as N , globally more secure.
To do so, it is possible to state a minimization problem that considers, at a time, the risk of all the asset of the infrastructure, and takes into account the above described interactions between the attractiveness and quality of the protections of each asset. Formally, the problem may be state as
where:
 C is the set of all the possible configurations of interventions:
 I is the set of all the classes of adversaries;  i  is a suitable weighting term introduced to differentiate importance of the different classes of adversaries. Note that the correlation among the risks of all the assets is hidden in the risk h i R , and, in particular, in the attack likelihood making it up.
As regards the problem constraints, they consist of two classes of constraints:
1. The class of Technological Constraints gathering the technological limitations to the interventions, such as the availability of certain kinds of sensors or physical protections, their maintainability, and so on; 2. The class of Budget Constraints gathering the budget limitations to the investments, both in terms of physical protections, devices, etc., and of procedures involving human operators. At this, step, the solution of this problem consists of the definition of the set C of all the possible configurations satisfying the above constraints, and then of choosing the best one. In doing so, it is worth saying that, while in general, the set C is too large (2 n possible configurations with n possible interventions), so as to make the enumeration approach not applicable in practice. Work is in progress to apply genetic algorithms to solve it.
V. CASE STUDY
In the first part of the section, the result of a risk assessment procedure on a case study is described. In the second part of the section, the effects of the investments in PPS in the considered network are discussed, with the aim of pointing out the importance of the optimization problem defined in Eq. (5) and Eq. (6).
A. Case Study Risk Assessment
In this section a case of study represented by a short railway stretch is presented. In particular, in the first part of the section, the risk of the considered railway stretch is assessed, whereas, in the second part, the effects of the introduction of protection systems are analyzed. Finally, some considerations about the application of the above optimization problem will be given. 
Section
Length of section [m] Tunnel 500
Bridge 100
Open air section 300
Passenger station 600
Then, consider a railway stretch characterized by the following sequence of sites: tunnel -bridge -open air track -passenger station, whose characteristics are reported in Tab. I.
For these assets no particular PPS for security risk mitigation are considered, whereas, as regards the adversaries, the attention will be focused on three kinds of adversaries: Terrorists (Te), Thieves (Th), and Vandals (V).
Then, the information given for the considered sites by the risk assessor are reported in Tab II, where also the attack likelihood, computed by the QQF as above described, is reported.
As regards the highest attack likelihood values, it is worth saying that:
 Bridges are extremely vulnerable because of the easiness for vandals to make graffiti on pillars;  Thieves may act undisturbed in open track (copper stealing is frequent along railways);  Passenger stations represent very attractive sites for thieves, thus making their attack likelihood high;  Passenger stations represent very attractive sites for terrorists, due to the concentration of many people. Finally, by taking into account the average direct and indirect damages caused by the considered classes of adversaries to the considered assets, it is possible to compute the risk and build the risk profile depicted in Fig.  5 , where the risk value is expressed in monetary costs.
B. Case Study Risk Mitigation
As mentioned, the proposed tool allows to evaluate and optimize, by means of the MSD module, the performances achievable with the introduction of a set of interventions able to globally reduce the risk of all the considered railway stretch. Then, by means of a feedback process, the risk value may be computed again and compared with the former one.
Then, consider the new risk values computed after having introduced a CCTV plant for monitoring the station, the bridge pillars and the tunnel access. Consider that it is not possible to design an economic CCTV plant able to control the whole open air track site (budget constraint violated), which remains, indeed, unchanged. In addition it should be taken into account that the new PPS could be seen by anyone. In effect, it is well known [14] that the visibility of the PPS may significantly influence the attractiveness of a site. In fact, the visibility of the CCTV devices discourages adversaries to attack. In In such a figure it is easy to observe that, for what concerns the attacks of terrorists, the introduction of the considered PPS reduces, on one hand, the risk in three of the sites, but increases, on the other hand, the risk of the open air track. In effect, making the other sites less attractive increase the relative attractiveness of the remaining one, which does not appears to be protected. Analogously, the risk computed with respect of thieves and vandals, is reduced in the protected sites, but remains unchanged, although the last one is negligible, in the open air track site. This effect shows a well-known dynamic in PPS design: securing a single asset does not necessarily make all the entire line globally more secure, because the mitigation actions only "move" the interest of adversaries towards a less protected asset. In terms of the cost function defined in Eq. (6), having chosen 1
, the entire risk decreases from 705.65k€ per year to 323.57k€ per year.
The proposed architecture capability of correlating the effects of changes on individual assets and "reassessing" the level of security of the whole infrastructure, combined with the possibility of trying different kinds of securing interventions, is suitable for the best choice of investment. This aspect ensures the possibility of performing, in a short time, a reliable cost-benefit analysis, or even an optimization stage, as the one proposed for the MSD module. VI. CONCLUSIONS In this paper, the development of the tool for risk analysis and physical protection design of distributed infrastructures has been presented. The reported results represent a "second step" of a project aiming to design a tool for an easy-to-use risk analysis tool for distributed ground transportation infrastructures, such as highways, railway, and so on.
In addition, it is worth remarking that, although the kind of information provided by the new toll architecture are similar to those provided in [7] , the reliability of this information is greatly improved due to the here introduced QQF. The model now is not influenced by the perception of who is inserting the data, whose opinions and experiences are "filtered" by means of the experience of the experts that have contributed to calibrate the tool. As regards the future improvement of the tool, work is in progress to apply genetic algorithms to the solution of the described optimization algorithm. Prof. Di Febbraro is member of EURO Working Group on Transportation, and has been co-editor of different special issues of international scientific journals, and reviewer of both international scientific books, and papers submitted to different journals and periodic international conferences, especially for IEEE and IFAC.
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